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Preface

PURPOSE

The purpose of this book is to provide background information and best 
practices for teachers in K–3 classrooms to use as they embed good digital 
citizenship into the daily life of the classroom. Adding good digital citizen-
ship to the school life of young children can present a challenge for teaching 
and learning. We offer an educational paradigm that will enable teachers 
and parents to help young children develop the skills and principles needed 
to thrive in both the real and the digital worlds in which they live. 

BACKGROUND

The authors of this book have spent many years helping teachers of chil-
dren in grades K–3 address face-to-face teasing and bullying behavior in 
educationally appropriate ways. We have created evidence-based curricula, 
provided professional development and parent education, and vetted literacy-
based classroom resources that are free of bias due to gender, race/ethnicity, 
disability, family income, sexual orientation, or gender identity. Our ap-
proach, rooted in principles of child development with a strong focus on 
social–emotional development, encompasses research, practical classroom 
strategies, and user-friendly curricular activities. With this book, Cybersafe 
Young Children: Teaching Internet Safety and Responsibility, K–3, we bring 
this comprehensive approach to the issue of young children’s safe and re-
sponsible participation in the digital world. 

As early childhood educators, we are well aware that many children 
enter school already adept at using digital media. They can swipe, they can 
access FaceTime, and they can use tablets, computers,  smartphones, and 
apps to play games individually or with friends, all with ease. It is clear that 
the use of digital media has shaped and will continue to shape the world 
of young children (Alper, 2011; Flewett, 2011; Linebarger, Piotrowski, & 
Lapierre, 2009). 

This shift, however, has both positive and negative aspects. On the posi-
tive side, digital media tools can be harnessed for learning and development © H
aw

ke
r B

ro
wnlo

w E
du

ca
tio

n



xii Preface

(Donohue, 2015; Guernsey, 2014; NAEYC and the Fred Rogers Center for 
Early Learning and Children’s Media at Saint Vincent College, 2012). They 
can also promote new skills, raise achievement, and bring children together 
across time and space (Gutnick, Robb, Takeuchi, & Kotler, 2010). 

On the negative side, without guidance children’s use of digital media 
may be inappropriate and can even be dangerous. Although young children 
may physically know how to swipe a screen or tap an icon, this does not 
mean that they are prepared to use such devices in safe and responsible ways 
or that they understand the possible repercussions of such use. Research 
and the popular press have made it clear that disastrous negative side effects 
such as cyberbullying can result from inappropriate online behavior. A text 
message, a Facebook comment, or an Instagram post can lead to devastating 
consequences, and children in grades K–3 do not yet understand abstract 
concepts such as privacy and permanence, which are critical to online safety.

TECHNOLOGY AND YOUNG CHILDREN

We recognize that the reader may be questioning the value of delving into 
young children’s use of technology because direct experience and interaction 
with the world of people and objects is so highly valued in the fi eld of early 
childhood education. But within that fi eld sensibilities regarding young chil-
dren’s use of technology have evolved since the time that personal comput-
ers were fi rst introduced into homes and schools. Initially, there was concern 
that computer use would take essential time away from the direct, hands-on 
experiences that young children need in order to develop and learn. Over 
the decades, attitudes have changed as new interactive technologies and 
apps have been developed and research on their use has expanded. There is 
increased recognition that, when used appropriately, a range of technologies 
can help to promote young children’s learning as long as usage is supervised 
by adults and does not replace their direct experiences with the physical and 
the social world. 

The question is no longer whether or not but when and how to best 
use technology as an adjunct to hands-on experience that will foster learn-
ing at home and school. The joint position of the  NAEYC and the Fred 
Rogers Center for Early Learning and Children’s Media at Saint Vincent 
College (2012) offers an extensive summary of research on the impact of 
technology on young children, followed by a set of well-articulated prin-
ciples regarding its use. We concentrate on two of these principles that are 
particularly salient to the issue of combating cyberbullying. The fi rst states 
that “professional judgment is required to determine if and when a specifi c 
use of technology or media is age appropriate, individually appropriate, and 
culturally and linguistically appropriate” and that educators must carefully © H
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Preface xiii

plan, implement, and evaluate its appropriate educational use in the class-
room (p. 6). The second principle asserts that “digital citizenship is an im-
portant part of digital literacy for young children” and that it is the role 
of “adults to help children develop an emerging understanding of the use, 
misuse, and abuse of technology and the norms of appropriate, responsible, 
and ethical behaviors related to online rights, roles, identity, safety, security, 
and communication” (p. 10).

In a 2016 publication, Early Learning and Educational Technology 
Policy, the U.S. Department of Education provides a set of guiding princi-
ples to follow when using technology with young children. One principle 
states that “technology is more effective for learning when adults and peers 
interact or co-view with young children” (p. 7). This principle provides a 
segue into the premise of this book. We now know that young children 
have access to interactive technology and are becoming increasingly adept 
at using home devices from an early age. Yet supervision at home varies, 
and even with teachers actively monitoring the use of technology in the 
classroom, children have become adept at surreptitiously using Facebook, 
Twitter, and text messaging to communicate with friends on school prem-
ises, and we know that such social media activities are used to cyberbully.

Although the phenomenon of cyberbullying typically occurs among 
older children, face-to-face teasing and bullying already are realities at the 
early childhood level, and evidence exists that taking a proactive approach 
serves to reduce its prevalence (Gropper & Froschl, 2000). It follows that it 
is imperative for educators and parents to take a proactive stance to prevent 
cyberbullying before it takes hold as a pernicious mode of social interaction, 
particularly when increased use of interactive technology makes it likely 
that younger children will become the targets and even the perpetrators.

WHAT YOU WILL FIND IN THIS BOOK

The introduction to Cybersafe Young Children: Teaching Internet Safety and 
Responsibility, K–3 offers defi nitions of cyberbullying and digital citizenship—
two important aspects of computer usage that are the foundation for all that 
follow. This section also contains “The Case for Starting Early,” our ratio-
nale for creating a classroom culture of kindness and friendship as a means 
of preventing later cyberbullying. The focus is on developmental and experi-
ential learning as well as the importance of proactive social–emotional devel-
opment and how to foster positive social interactions among children. The 
book is then divided into four main sections: Premise, Practice, Classroom 
Activities, and Resources. Also included is a complete list of references and 
appendices containing a school statement, parent letters, a questionnaire, 
and a glossary.© H
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xiv Preface

Part I: Premise. Interwoven throughout Part I: Premise are issues of gen-
der, relational aggression/bystanders, and social–emotional development. 
This section contains an overview of national and international research on 
issues related to children’s use of the Internet, including research on children 
ages 9–18, the ages most studied, and newer research on children in  pre-K–
grade 3. The section also addresses the critical issue of bystander behavior and 
looks at cyberbullying prevention through a lens of children’s self-awareness, 
self-management, social awareness, relationship skills, and responsible  deci-
sion making—all components of positive social–emotional behavior as de-
fi ned by  The Collaborative for Academic, Social, and Emotional Learning 
(CASEL) and many others. Teachers of children in grades K–3 play a key 
role in helping their young students develop these critical skills and use them 
in their daily interactions—face-to-face and online. At the end of Part I, we 
provide a list of appropriate and helpful recommended readings.

Part II: Practice. Practice begins with “Implications for Teacher Educa-
tion,” urging teacher educators and school leadership faculty to include op-
portunities at the preservice or in-service level to delve more deeply into 
the issue of  cybersafety and good digital citizenship. Also included is a 
“Message for Teachers and Administrators,” which focuses on the impor-
tance of a whole-school approach and of integrating lessons about cyber-
safety and good digital citizenship into the K–3 curriculum as a deterrent 
to later harmful acts such as cyberbullying. The message acknowledges the 
broad range of children’s experiences with digital media and urges teachers 
to use their own judgment about how and when to introduce activities into 
their classroom. 

The message is followed by “A Curriculum Map for Good Digital Citi-
zenship,” offering suggestions for embedding digital citizenship activities 
within the context of the classroom throughout the year. The curriculum 
map urges teachers to assess children’s experiences with digital media at the 
beginning of the school year by asking parents, former teachers, computer 
lab teachers, and the children themselves about how familiar children are 
with digital devices and their uses.

The curriculum map also suggests that teachers employ the tried-and-
true method of observing children’s play and social interactions to learn 
about how they incorporate digital play into their imaginative scenarios, 
and it reminds teachers that the beginning of the school year is a good time 
to conduct activities and establish rules to address face-to-face bullying, 
particularly at the kindergarten level when children typically do not have 
the writing skills to engage in cyberbullying. The curriculum map reminds 
teachers to seek out available guidelines and curricula that address face-to-
face bullying at the early childhood level. These resources can serve as a 
base for creating a prosocial classroom climate that fosters friendship and © H
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Preface xv

empathy and that recognizes the harmful effects of teasing and bullying 
behavior, including the role of bystanders. Recognizing face-to-face events 
in grades K–3 can serve as a good segue to addressing cyberbullying. Many 
of these resources appear in the annotated Resources section in Part IV of 
this guide. This section closes with a descriptive guide to the activities that 
follow in Part III. The Curriculum Map for Good Digital Citizenship also 
appears as a chart (see Figure 7.1).

Part III: Classroom Activities. This section contains a series of activities 
developed by the authors and based on extensive experience in addressing 
both face-to-face and online bullying in grades K–3. The activities take a 
developmental approach, with emphasis on building a classroom culture 
that fosters kindness, empathy, and friendship. Activities are built around 
essentials of early learning—social–emotional development, literacy, execu-
tive function, and conceptual development. Teaching strategies include sto-
ries and discussion, role-playing, partnering with older students who will 
serve as role models, building Internet vocabulary, and problem-solving vi-
gnettes. Concepts related to responsible online behavior, such as privacy and 
permanence, and to “doing the right thing” are addressed. Suggestions for 
carrying out activities online are included throughout the section. 

Activities include:

1. Discovering What We Know—A way for teachers to assess the level 
of digital experiences children bring with them into the classroom; 

2. Creating Rules for Good Digital Citizenship—A funny story to start 
a discussion about establishing classroom/school rules for online 
behavior;

3. Word Webs and Charts—A number of ways to build vocabulary for 
good citizenship;

4. Doing the Right Thing: A Form of Courage—A classic picture 
book about face-to-face bullying expands into activities about 
cyberbullying and the role of bystanders;

5. What Does Permanent Mean? A Word Experiment—A concrete 
example leads children to understand that what they put online 
stays there;

6. Understanding Privacy: An Important Concept for Online 
Activities—A message in a sealed envelope demonstrates how to be 
private and a vignette illustrates how privacy can be breached; 

7. Building Good Digital Citizenship—A selection of fun activities 
conducted while learning from older children how to be good 
online citizens;

8. Working with Partners—A pairing with upper-grade students is a 
learning experience for all.© H
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xvi Preface

Part IV: Resources. Picture books and early-reader chapter books are an 
important resource for building literacy, social–emotional strength, empa-
thy, and conceptual development. In choosing material for the classroom 
library, teachers are urged to keep in mind the large body of children’s liter-
ature that addresses face-to-face teasing and bullying. This annotated list in-
cludes many books about face-to-face teasing and bullying as well as books 
specifi c to cyberbullying. Books in the selection depict children from diverse 
racial and ethnic groups and are free of bias due to gender, disability, and 
level of family income.

This section also contains an annotated list of national organizations 
that provide resources for combating both face-to-face bullying and cyber-
bullying. There are listings for well-known early childhood resources, such 
as NAEYC, that provide policy statements, suggestions for apps, and myr-
iad other resources for early childhood professionals. 

Organizations like Common Sense Media provide curricula, app re-
views, and information specifi c to good digital citizenship for children in 
pre-K–12. Many of the organizations listed specialize in social–emotional 
development, which is critical in creating school environments that promote 
prosocial behavior and mitigate face-to-face teasing and cyberbullying. 
Some listings are for organizations that focus on technology in early child-
hood education, such as the Joan Ganz Cooney Center at Sesame Workshop 
and the Children and Technology Center (TEC) at the Erikson Institute. 
In addition, many of the national organizations listed provide books, blog 
posts, fact sheets, and other resources for teachers, schools, and parents to 
help children learn how to navigate the digital world and social media safely 
and responsibly. The section also urges teachers in grades K–3 to look to 
computer lab teachers, local children’s librarians, and school librarians as 
important resources for providing high-quality materials such as curricula, 
apps, picture books, and chapter books that address  face-to-face teasing and 
cyberbullying in developmentally appropriate ways. 
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